
Digital Surveillance and Immigrants 
 

Threat Modeling  
 

What do you want to protect? These are your assets.  

Who do you want to protect it from? These are your adversaries. 

 

What information do you want to keep private?  

Who is likely to try to access it without your consent? 

What are the consequences if you fail? 

What are you willing to do to protect that information?  

 

Resources for Librarian Privacy Advocates Working with Immigrants  
 

The American Civil Liberties Union┃www.aclu.org  

Articles of Particular Interest: 

“Amazon Met With ICE Officials to Market Its Facial Recognition Product” (Oct. 2018)┃  

https://www.aclu.org/blog/privacy-technology/surveillance-

technologies/amazon-met-ice-officials-market-its-facial 

“Documents Reveal ICE Using Driver Location Data From Local Police for Deportations” 

(March 2019) ┃ https://www.aclu.org/blog/immigrants-rights/ice-and-border-

patrol-abuses/documents-reveal-ice-using-driver-location-data 

“ICE Using Powerful Stingray Surveillance Devices In Deportation Searches” (May 

2017)┃https://www.aclu.org/blog/privacy-technology/surveillance-

technologies/ice-using-powerful-stingray-surveillance-devices  

“Stingray Tracking Devices: Who’s Got Them?” (November 2018)┃ 

https://www.aclu.org/issues/privacy-technology/surveillance-

technologies/stingray-tracking-devices-whos-got-them 

 

The Data Privacy Project┃dataprivacyproject.org 

A project designed to support frontline library staff as they respond to patron needs 

regarding digital privacy or data profiling issues. For more information on threat 

modeling for different types of library patrons, check out their learning module called 

Risk Assessment. 
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The Electronic Frontier Foundation┃ www.eff.org 

A non-profit focused on defending civil liberties in the digital world. For guides on 

privacy software and tools, review Surveillance Self-Defense: Tips, Tools and How-tos 

for Safer Online Communications (https://ssd.eff.org). Translated into 10 languages. 

Also offers numerous articles on everything from Surveillance Technologies to 

Knowing Your Rights when your devices are being searched. 

 

The Library Freedom Project┃ https://libraryfreedomproject.org 

A non-profit providing library workers with the skills necessary to promote values of 

librarianship like privacy, intellectual freedom, and democracy. To see the past and 

current cohort’s course materials, check out the Library Freedom Project's Wiki 

(https://libraryfreedom.wiki). To watch videos of speakers for the first cohort, head to 

Library Freedom Institute on Vimeo (https://vimeo.com/libraryfreedominstitute). 

 

Witness┃https://witness.org  

Useful Resource: Using Facebook in an Era of Mass Deportation ┃ 

https://lab.witness.org/using-facebook-in-an-era-of-mass-deportation/ 

A comprehensive Q & A about Facebook privacy concerns for immigrant communities 

compiled by Witness Media Lab, a project focused on using eyewitness video to 

advocate for human rights. This resource is also available in Spanish.  

 

In the News 

DaSilva, Chantal. “ICE Just Launched a $2.4M Contract with a Secretive Data Surveillance 

Company That Tracks you in Real Time.” Newsweek, 7 June 2018, 

https://www.newsweek.com/ice-just-signed-24m-contract-secretive-data-

surveillance-company-can-track-you-962493 

 

 

 

 

 

Contact: 

Sarah White ❘ Adult Services Librarian ❘ Eugene Public Library: sbwhite@eugene-or.gov 

Presentation slides at http://tinyurl.com/yyjyyz63 
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